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Freedom of Information Act 2000 – Request for Information 
 
Thank you for your request for information received on 11 October 2016 in relation to 
the County Durham and Darlington NHS Foundation Trust (Trust).  We are dealing 
with your request under the provisions of the Freedom of Information Act 2000.  
 
You requested information regarding IT security.  Specifically you asked for:  
 
Please provide information on the manufacturer used, licence expiry and 
licence cost including duration for each of the following IT security areas 
within the organisation: 
  
1. Desktop anti-virus? 
 
Answer: McAfee 
  
2. Protection of Microsoft Exchange environment (please state if this is not 
applicable due to the use of NHSmail/ NHSmail2)? 
 
Answer: N/A, NHS Mail 
  
3. Email gateway (please state if this is not applicable due to the use of 
NHSmail/ NHSmail2)? 
 
Answer: N/A, NHS Mail 
 
4. Web gateway? 
 
Answer: BlueCoat 
  
5. Mobile device management/enterprise mobility management? 



 

 

 
Answer:  Maas360 
 
 6. Hard disk encryption? 
 
Answer: McAfee 
  
7. Removable media encryption? 
 
Answer: McAfee 
  
7. Firewall? 
 
Answer: Protected Information following cyber security risk assessment. The Trust is 
therefore refusing this section of your request under section 31(1) (a) of the Act: 
prevention or detection of crime. The disclosure of the information requested would 
make the Trust more vulnerable to crime and make it easier for a would be attacker 
to penetrate our data network and assets. 
 
8. VPN? 
 
Answer: Cisco 
  
9i. Two factor authentication provider? 
 
Answer: NHS Digital Smart Card 
  
9ii. Wireless network provider?  
 
Answer: Cisco 
  
10. Virtual server software provider and number of virtual servers (e.g. 
VMWare, Hyper-V etc.)?  
 
Answer: VMWare-673 
  
11. VDI software provider and number of VDI instances? 
 
Answer: Citrix-8 
  
12. Network access control solution provider? 
 
Answer: Bradford 
  
 
 
 



 

 

13. Security information and event management (SIEM) solution provider? 
  
Answer: N/A 
 
Please also provide: 
  
1. The total number of computers within the organisation? 
 
Answer: 7000 
 
2. The total number of smartphones within the organisation? 
 
Answer: 350 
 
3. The total number of tablet devices within the organisation? 
 
Answer: 150 
 
4. Details of whether IT security is provided by an in-house team or by a third 
party – if by a third party please state who provides the service and when the 
contract expires? 
 
Answer: In-House 
 
In line with the Information Commissioner’s directive on the disclosure of information 
under the Freedom of Information Act 2000 your request will form part of our 
disclosure log. Therefore, a version of our response which will protect your anonymity 
will be posted on the County Durham and Darlington NHS Foundation Trust website. 
 
If you have any queries or wish to discuss the information supplied, please do not 
hesitate to contact me on the above telephone number or at the above address. 
 
If you are unhappy with the way your request for information has been handled, you 
can request a review by writing to: 
 
The Chief Executive 
County Durham & Darlington NHS Foundation Trust 
Darlington Memorial Hospital 
Hollyhurst Road 
Darlington 
DL3 6HX 
 
If, you remain dissatisfied with the handling of your request or complaint, you have a 
right to appeal to the Information Commissioner at: 
 
 
 



 

 

The Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow  
Cheshire 
SK9 5AF 
 
Telephone: 0303 123 1113 
Website: www.ico.gov.uk.  
 
There is no charge for making an appeal. 
 
Yours sincerely 

 
 
Joanna Tyrrell 
Freedom of Information Officer 

http://www.ico.gov.uk/

